
Appendix 2(1) 
 

Audit Report No. BRK/10/03 – Final Report issued 7 October 2009 
 
Audit of Member Services, including Committee Services, Electoral Services and 
Overview and Scrutiny  
 
This area was assessed as Medium Risk in the Annual Audit Needs Assessment for 
2009/10 and was identified for review on a 3-yearly cycle. 
 
Audit Opinion 
 
Adequate Assurance given 
 
Rationale Supporting Award of Opinion 
 

The audit work carried out by Internal Audit indicated that: 

• While there is a basically sound system of internal control, there are weaknesses, 
which put some of the client’s objectives at risk. 

• There is evidence that the level of non-compliance with some of the control processes 
may put some of the client’s objectives at risk.  

• This opinion is based upon the number of recommendations raised to enhance 
controls as highlighted below.  

 
Summary of Findings 
 

In this section, we set out a summary of our findings.  This is a balanced summary, where 
possible.  Where weaknesses are identified, full details of these are included in the 
recommendations raised. 

Electoral Services 

Expenditure incurred for each election was found to be in accordance with the relevant 
legislation and controls exist to recover costs for the European Election. Adequate 
documentation is available to substantiate the expenditure incurred and is securely held.  
Payments made are appropriately authorised and internal control and check is present in the 
physical payment of expenditure, although we did note that evidence of payment approvals 
within Member Services needs to be clearly evident on the payment schedules as do the 
controls confirming the actual payments when checked by the Payroll and Reward Manager. 

Statutory returns are completed for the Her Majesty’s Revenues and Customs (HMRC). 

Ballot papers were fully reconciled to the verification sheets for both European Parliamentary 
and County Council Elections for the samples checked. 

Postal Voting 

Controls over the administration of postal voting were found to be satisfactory, with accurate 
and timely record keeping and robust verification and data security.  

Performance Information/Key Milestones 

The Operational Service Plan 2009 - 2012 for Member Services’ includes two milestones 
relating specifically to elections 2009/10. Both projects are featured on the Council’s 
performance system as “operational”. One indicator has been updated as ‘Completed’ ahead 



of schedule (which was Quarter 3); the other has Q3 and Q4 milestones against which 
progress will be updated as each stage is reached. 

Risk Management 

We found effective management of the two risks included in the Member Services’ Service 
Plan 2009 - 2012 as each risk was being regularly monitored and reported on.  
 
The following number of recommendations has been raised: 
 

Area of Scope Adequacy 
of 

Controls 

Effectiveness 
of Controls 

Recommendations 
Raised 

   High Medium Low 

Adequacy 
and 
Effectiveness 
Assessments  
 

Electoral 

Services 

Green Amber 0 0 2 

 
Postal Voting 

Green Green 0 0 0 

 Performance 
Information/Key 
Milestones 

Green Amber 0 0 0 

 Risk 
Management 

Green Green 0 0 0 

Total 0 0 2 

 
 
High Priority Recommendations 
 
No high priority recommendations have been raised as a result of this audit. 
 
Management have accepted both recommendations raised.



 
 

Appendix 2 (2) 
 

Audit No. BRK/10/04 – Final Report issued 30 June 2009 
 
Audit Report on Affordable Housing 
 
This area was assessed as High Risk in the Annual Audit Needs Assessment for 
2009/10 and was identified for review on a 2-yearly cycle. 
 
Audit Opinion 
 
Adequate Assurance given 
 
Rationale supporting award of opinion 
 

The audit work carried out by Internal Audit indicated that: 

• While there is a basically sound system of internal control, there are weaknesses, 
which put some of the client’s objectives at risk. 

• There is evidence that the level of non-compliance with some of the control processes 
may put some of the client’s objectives at risk. 

The assurance level is based on the number of high and medium priority recommendations 
made and the extent to which controls are operating over the system. The main weaknesses 
identified relate to the need for an up to date approved Affordable Housing Policy, recording 
of meetings with Registered Social Landlords (RSLs) and Development Control, the 
structuring of files and providing evidence over the assessment of affordable housing 
considerations and the approvals process for draft s.106 agreements.  

 

The assurance level awarded has improved since the last audit visit. 
 
 
Summary of Findings 
 

Affordable Housing 

The Council’s Affordable Housing Policy, adopted on 31 July 2003, is not reflective of the 
existing thresholds for determining qualifying sites as they have been superseded by those 
stated in guidance (PPS 3) issued by the Department for Communities and Local Government 
in November 2006, and became effective from April 2007. The Council has set a target of 
revising the Affordable Housing Policy, ready for approval in December 2009.  The thresholds 
stated in PPS 3 will be included in the new Policy until the Local Development Framework 
(LDF) has been through the statutory consultation process, prior to adoption by the Council.  

Meetings are held with Registered Social Landlords (RSLs) with key actions formally minuted. 
These are in addition to ad hoc meetings with Planning and individual RSLs where in the case 
of the latter, key decisions are documented on the individual case files. 

Despite improvements to the compilation of the manual case files since the previous review, 
with documentation easier to retrieve, further work is required, including evidencing the 
assessment process for affordable housing criteria and sign off of the s.106 agreements by 
Strategic Housing. Files prior to the previous audit review had not been amended 
retrospectively due to the team carrying one vacancy and priority of other work.  



Completion certificates are now held in a separate file with a covering sheet detailing all of the 
completions for the financial year. This has made reporting against National Indicator NI155 
for affordable housing, which commenced from April 2008, more accurate and reliable. 

The previous audit of this area, report no. BRK/08/18 identified a need for improved 
communications between Planning and Strategic Housing for reviewing all new and existing 
applications to ensure all qualifying developments are captured. It was verbally confirmed by 
representatives from Strategic Housing and Planning that meetings are now being held on a 
regular basis, but no formal minutes or decisions/action points are taken.  

No commuted sums were calculated or received since June 2008 and therefore no testing 
was undertaken in this area. It was verified that a reconciliation of commuted sums is now 
undertaken by Finance at year end.  

Nomination rights are not always clearly defined in the legal agreements (s.106 agreements) 
before they are signed off and become legally binding.   

Risk Management 

The Corporate Risk Register was found to be comprehensive and now includes reference to 
the risk that the Council’s approval process for housing developments may impact the 
Council’s ability to meet the affordable housing target, as previously recommended. 

Performance Information  

Performance information was found to be effectively managed with regular reporting and 
satisfactory outcomes against target. 
 
The following number of recommendations has been made 
 

Area of Scope Adequacy 
of 

Controls 

Effectiveness 
of Controls 

Recommendations 
Raised 

   High Medium Low 

Adequacy 
and 
Effectiveness 
Assessments  
 Affordable 

Housing 
Green Amber 1 2 0 

 Risk 
Management  

Green Green 0 0 0 

 Performance 
Information 

Green Green 0 0 0 

Total 1 2 0 

 
 
High Priority Recommendations 
 
One high priority recommendation has been raised: 
 
The existing Affordable Housing Policy should be updated to include those thresholds for 
qualifying sites as stated in the guidance (PPS 3) issued by the Department for Communities 
and Local Government. 
 
Management have agreed all recommendations raised. 
 
 



Appendix 2 (3) 
 
Report No. BRK/10/05 – Final Report issued 14 September 2009 
 
Audit Report on Economic Development 
 
This area was assessed as High Risk in the Annual Audit Needs Assessment for 
2009/10 and was identified for review on a 2-yearly cycle. 
 
Audit Opinion 
 
Adequate Assurance given 
 
Rationale supporting award of opinion 
 

The audit work carried out by Internal Audit indicated that: 

 

• While there is a basically sound system of internal control, there are weaknesses, 
which put some of the client’s objectives at risk. 

 

• There is evidence that the level of non-compliance with some of the control processes 
may put some of the client’s objectives at risk. 

 
Summary of Findings 
 

Rural Enterprise Valley 2 Programme (REV 2) 

The REV 2 programme has a number of projects that are assigned objectives from the outset, 
which are typically set out in a Project initiation Document (PID) that is approved by 
management.   

As the REV 2 programme is still in the planning stages, individual projects have not yet 
commenced, although management indicated that individual projects would be monitored to 
assess outcomes through the use of a REV 2 monitoring spreadsheet with each project given 
key milestones for review.  Similarly, stakeholders have not yet been officially designated to 
projects.  

High level review of the REV 2 programme and progress against it is undertaken in monthly 
team meetings within Economic Development.  In addition to these monitoring methods, the 
Economic Development Section has put in place a business profiling system called FAME 
which collates financial information for businesses to enable business profiling.  

Breckland Enterprise and Learning Account (BELA) 

A Council procedure is in place for the awarding of grant funding.  Sample testing of two grant 
payments found that controls were operating as specified although both of these grant 
payments had been made without confirmation that funds had left the claimants’ business 
accounts. We did though note that invoices for goods were on file.    

Monitoring of grant outcomes is completed through feedback forms issued to businesses with 
high return rates.      

Annual funding requests are completed by the Council to ensure the BELA scheme has 
adequate resources to continue.   

Monthly monitoring of BELA expenditure takes place with budget monitoring returns beings 
sent to Finance. 



Breckland Response Toolkit (BRT) 

The BRT document had evidence of regular review being completed by the Economic 
Development Team, with the most recent review and update being completed in January 
2009.  However, the document was not available on the intranet for all Council staff to view, 
although we confirmed that staff within the Economic Development team were aware of the 
scheme.  

Formal review of BRT objectives are reviewed through Service Performance Reports and 
Service Indicators.  

Monthly monitoring of BRT expenditure takes place with budget monitoring returns beings 
sent to Finance.   

Performance Information 

Objectives have been set locally in the Economic Development Service Delivery Plan and for 
related schemes in place, although we noted that performance indicators have not been 
agreed to support achievement of these objectives. 

Monitoring is regularly completed against objectives and information provided to the 
Performance Team is monitored through the Council’s performance monitoring arrangements 
including through the quarterly performance clinics.   

Risk Management 

The Council has a Corporate Risk Management Strategy and 'Methodology for Assessing 
Risk' that is available on the Council intranet.  Risks are documented in the Economic 
Development Service Plan which includes related risk owners, control measures and the 
opportunity to detail risk mitigation plans where required. 

Risks and mitigation plans are reviewed quarterly, with a ‘risk return’ being completed that 
documents the linkage to the related corporate objectives, review and status of the risk which 
is signed off by the Service Manager as noted for a sample of two risk quarterly returns for 
2008/09. 
 
The following number of recommendations has been raised 
 

Area of 
Scope 

Adequacy 
of 

Controls 

Effectiveness 
of Controls 

Recommendations 
Raised 

   High Medium Low 

REV 2 Green Green 0 0 0 

BELA Amber Amber 1 0 0 

BRT Amber Amber 0 0 1 

Performance 
Information 

Green Green 0 0 0 

Adequacy 
and 
Effectiveness 
Assessments  
 

Risk 
Management 

Green Green 0 0 0 

Total 1 0 1 

 
High Priority Recommendations 

 
One high priority recommendation has been raised and is detailed overleaf: 
 

 



BELA grant approval and recipient confirmation of expenditure  

Management should obtain confirmation of funds leaving business accounts from grant 
recipients prior to payment of BELA grants.  This confirmation should then be reconciled to 
the proposed grants to be paid.  Furthermore, management should ensure that all grants are 
approved in line with Council procedures. 
 
Management have accepted all recommendations raised. 



Appendix 2 (4) 
 

Audit No. BRK/10/17 – Final Report issued 18 August 2009 
 
Audit Report on the Integra General Ledger Application 
 
This area was assessed as High Risk in the Computer Audit Needs Assessment for 
2008/09 to 2010/11 and was identified for review on a 3-yearly cycle. 
 
Audit Opinion 
 
Adequate Assurance given 
 
Rationale supporting award of opinion 
 

The audit work carried out by Internal Audit indicated that: 

• While there is a basically sound system of internal control, there are weaknesses, which 
put some of the client’s objectives at risk; and 

• There is evidence that the level of non-compliance with some of the control processes 
may put some of the client’s objectives at risk. 

Although there are four low priority recommendations, the Integra Application appears to be 
well managed. Recommendations have been predominantly raised to lift existing controls to a 
good/leading practice standard, hence we have been able to provide an adequate level of 
assurance. 

 
Summary of Findings 
 

Access Controls 

There are some controls over access, but there is scope for improvement by utilising 
configuration, which is available within the application, but not yet enabled, or could be 
improved to bring in line with leading practices.  The application automatically locks users 
after six unsuccessful logon attempts or 10 days following the password expiry date, which is 
set to a 60-day interval.  User rights are managed through granting access to functionality 
through user groups and dependant on the users needs to fulfil their role within the Council. A 
user membership to a group is not, however, revoked when their accounts are disabled (e.g. 
when a user leaves the Council).  

Data Input  

Testing indicated that only authorised documents are used to enter or amend data records 
and that the application incorporates good error capture controls to ensure that only valid data 
is input and can be cross referenced adequately.  There are adequate reconciliation 
processes to ensure that data has been input accurately, in particular within the Accounts 
Payable area, which incurs significant potential financial risk to the Council. 

Processing Controls 

Master or standing data that requires amendment is only changed following a request from a 
recognised authorised individual. These requests include changing or adding General Ledger 
codes, adding or removing users or amending a user’s access rights by moving their account 
from one access group to another. 

Output Controls  

Reporting is generally only made available via on screen icons made available to authorised 
personnel only, thus, hard copy report distribution is minimised.  Controlled stationery is no 
longer in use as referencing is undertaken within the application itself and breaks in 
sequences can be viewed through reconciliation reports.  



Interface Controls 

We found that there are a small number of interfaces that are run, primarily to import cleaned 
bank account data from AIM and to export BACS and cheques payments data.  There are 
sufficient manual and automated controls that are in place to ensure that data imported to, 
and exported from Integra are accurate and complete. 

Management Trails 

The application incorporates good controls in this respect.  The functionality is switched on 
and records many types of audit events. 

Backup and Recovery 

The application’s data is backed up nightly and is supplemented by database snapshots 
taken periodically during the day.  These processes allow for the recovery of data to a point 
that is nearer to the time of failure than by recovery from the latest backup tape alone.  
Database integrity checking is not however undertaken. 

Support Arrangements and Change Controls 
A support contract is in place between the Council and the supplier.  The System 
Administrator has implemented good change control processes in the form of testing scripts 
and liaison with Steria IT and vendor support areas.  There are, however, no standardised 
test scripts in order to help unify the testing process and provide consistency over testing 
between changes. 
 
The following number of recommendations has been made: 
 

Area of Scope Adequacy 
of 

Controls 

Effectiveness 
of Controls 

Recommendations Raised 

   High Medium Low 

Access Controls Amber Green 0 0 2 

Data Input Green Green 0 0 0 

Processing 
Controls 

Green Green 0 0 0 

Output Controls Green Green 0 0 0 

Interface 
Controls 

Green Green 0 0 0 

Management 
Trails 

Green Green 0 0 0 

Backup and 
Recovery 

Amber Green 0 0 1 

Adequacy 
and 
Effectiveness 
Assessments  
 

Support 
Arrangements 
and Change 
Controls 

Amber Green 0 0 1 

Total 0 0 4 

 
 
High Priority Recommendations 
 
We have raised no high priority recommendations as a result of this audit 
 
Management have disagreed with one recommendation raised, as detailed overleaf. 
 



Recommendation 1: Password Configuration (Low Priority) 

Management should: 

• reduce the number of allowed invalid login attempts from six to three before the 
account is locked. 

• enable the application's ability to enforce upper and lower case characters within 
user passwords following appropriate testing 

 
Rationale to support Recommendation 1: 
 

Reducing the number of invalid login attempts before an account is locked, and increasing 
password complexity will help to ensure that unauthorised users have less opportunity to 
guess a valid user password.  

The application has been configured to allow six invalid login attempts before locking the 
account, and password complexity is not enabled. 

Allowing too many invalid login attempts before locking an account, or not enforcing password 
complexity settings provides a greater opportunity for an unauthorised user to guess a valid 
user's password. This increases the risk of unauthorised access to the application and its 
data. 
 
Management Response: 
 

Agreed in Principle. 

Although this can quickly be implemented on the Integra system, it is felt that a move to 
reduce the number of logon attempts/increase password complexity should only be 
considered as part of a corporate policy to move towards the Government Connect standard 
across the range of applications throughout the authority. Changes of this nature could 
encourage users to write down passwords if they find they are being locked out as a result of 
cycling through their many different system passwords. Therefore no action is proposed on 
changing the logon attempts or password complexity in the Integra System for the time being. 
We are willing to accept the risk of not implementing this recommendation, until such time that 
the issues of password security are considered corporately, as management considers 
current password controls to be sufficient for this system. 
 



Appendix 2(5) 
 
Report No. BRK/10/19 – Final Report issued 21 September 2009 

 

Academy Application Audit 
 
This area was assessed as Very High Risk in the Computer Audit Needs Assessment 
for 2008/09 to 2010/11 and was identified for review on a 2-yearly cycle. 
 
 
Audit Opinion 

Adequate Assurance given 

 

Rationale supporting Award of Opinion 

The audit work carried out by Internal Audit indicated that: 

• While there is a basically sound system of internal control, there are weaknesses, 
which put some of the client’s objectives at risk; and 

• There is evidence that the level of non-compliance with some of the control processes 
may put some of the client’s objectives at risk. 

• Although there are three medium and five low priority recommendations, the 
Academy Application appears to be well managed. Recommendations have been 
predominantly raised to lift existing controls to a good/leading practice standard, 
hence we have been able to provide an adequate level of assurance. 

 

Summary of Findings 

Access Controls  

There are some controls over access, but there are weaknesses in the password controls 
whereby the minimum password length is not in line with current best practice.  It is also 
possible to access the databases directly via Telnet and SQL, although we acknowledge that 
the tools require specialist knowledge, which management consider to be an adequate 
mitigating control. 

Data Input  

There are effective accuracy and completeness controls built into the application such as on 
screen look ups and formatting checks. There are on-line authority levels being used to 
automatically enforce authorisation limits, however, the value set for the Support Services 
Manager had been left at the default £100,000,000 setting. 

Data processing  

Testing indicated that only authorised documents are used to enter or amend data records 
and that the application incorporates good error capture controls to ensure that only valid data 
is input and can be cross referenced adequately.  There are adequate reconciliation 
processes to ensure that data has been input accurately. 

Output Controls  

The majority of output reports are electronic in nature and available to view on screen, 
however, some of these are printed for formal review. These hard copy reports, some with 
customer sensitive data are being stored in unlocked cabinets within the offices so there are 
potential data protection issues here. 

Interfaces 

The application interfaces primarily with the Comino document management application and 
Integra, the Finance management application.  There are good controls in that the Comino 



data exchange is automatically scheduled and reports success or failure as appropriate.  
There are also good reconciliation controls concerning the interface with Integra and a 
manual reconciliation is undertaken which is signed and countersigned to confirm accuracy.  
There are other smaller interfaces that link to the database for querying purposes and which 
do not result in data changes. 

Management Trails  

The application incorporates extensive auditing capability, which includes the ability to report 
the before and after state of a data record, thus showing what a record said before the 
relevant change was made. 

Backup and Recovery  

The application is backed up each night and Unix logs are stored for each backup event.  
Tapes are moved to the local Town Council office every day. 

Support and Maintenance  

Although there are good change control processes in place, change control management 
would benefit from better organisation of communications that pertain to particular upgrades.  
During testing, staff had difficultly in locating relevant documentation relating to a specific 
application release as requested during the audit. 

The following recommendations have been raised: 

 

Area of 
Scope 

Adequacy 
of Controls 

Effectiveness 
of Controls 

Recommendations Raised 

   High Medium Low 

Access 
Controls 

Amber Amber 0 1 3 

Data Input Green Amber 0 1 0 

Data 
Processing 

Green Green 0 0 0 

Output 
Controls 

Green Amber 0 0 1 

Interfaces Green Green 0 0 0 

Management 
Trails 

Green Green 0 0 0 

Backup and 
Recovery 

Green Green 0 0 0 

Adequacy and 
Effectiveness 
Assessments  
 

Support and 
Maintenance 

Green Amber 0 1 1 

Total 0 3 5 

 

High Priority Recommendations 

No high priority recommendations were raised as a result of this audit. 

 

All 8 recommendations were accepted by management. 

 


